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Network Security Basic
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5.1 Fimmdnntisye (Backup Method)
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malasdinnhsa (Virus Attack)
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msltensedars (Hard Disk)

mavhmsdsesdayasham (Tape Backup)

5.1 Fimmdnntisye (Backup Method)
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1. uuu Full Backup
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2. wu Incremental Backup
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2. wu Incremental Backup

Full tapes Incremental tapes

D
=
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s
Tue Wed
Daily changes since Friday

3. wu Differential Backup
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smudhamatiutaysan Differential Backup dsdoyafignutluiudus
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Differential backup shusgavisiaa 10




3. wy Differential Backup

Differential tapes

Daily changes since Friday
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5.2 msusivledW (Drive Mapping)
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5.2 msusivledW (Drive Mapping)

Universal Naming Convention (UNC) dusnesgm
amsumITyvaitays Server, PneRan LL@%%‘W]
Tusrouiesateszuy UNIX dnwaaesmsssy path aas UNC
l#edamsne double slashes (//) v double
backslashes (\\) s Baieaasnaniaged
uazsty path wedwadines vialesv muluessfiumesasgnuendae
wiamane single slash (/) v single backslash (\) &
Shathasalufil
dmsusziu UNIX /[servername/path
dmsusziy DOS/Windows \\servername\path




Finmusiule? (Drive Mapping)

1. admmi My Computer

Explore
Search...
Manage

Disconnect Metwork Drive. ..

Create Shorteut
Delete
Rename

Properties

Finmusiule? (Drive Mapping)

2. ‘iziﬁa Drive ususan Folder

Map Network Drive x|
Windows can help you connect to a shared network folder
and assign a drive letter to the connection so that you can
access the folder using My Computer,

Specify the drive letter for the connection and the folder
that you want to connect to:

Drive: I'\'.': j
Folder: I . talent.comiyoot) j Browse. .. |

Example: \\serverishare

¥ Reconnect at logon

Connect using a different user name.

Sign up for online storage or connect to a
network server,

= Back I Finish I Cancel




finuwsiuled (Drive Mapping)

msfvuaReniuaelas Wetlestiunsmsiuadolad 16ims
fmmamslismads 1T Aenfuulenensusiolesilaofmuansld
ssmeslugaoihee TaaBuan Z uwasdovduly ¢

Drive Z: User File store

Drive Y: Central Software

Drive X: Department File Store

Drive W: Reserved for mapping to the web server

Drive V: Reserved for SoftGrid Development

Drive U: Reserved for Future use

Drive T: Reserved for Future use

Finmusiule? (Drive Mapping)

Mame Type
Hard Disk Drives

S WINDOWS () Local Disk,
e DATA (D) Local Disk,

Devices with Removable Storage

.f}.S'ﬁ Floppy (A:) 3t:-Inch Floppy Disk
DD Drive (E2) D Drive

Network Drives

SERoot (W) Disconnected Metwork Drive
S drive (%) Metwork Drive
_-‘:Software () Metwark Drive
_-':Z drive (Z:) Metwork, Drive

uansmaidla lasniignudi)




5.3 mamsiuarmaeaiuiesatin (Network

Security Monitoring)

% ] [~
B GRREITIN

q
% v

Auamnmenendigmelussuuiesate (Intrusion)

Fuanmelusengmenanszuniesats (Extrusion)
mi%ﬂmmmﬂaa@ﬁ%aﬁaga?ﬁﬁa@ﬂmmwLLasﬂa@ﬁﬂWQﬁdamaﬁswaEhal,?mﬁ
msWieesilataelumatlosuinnasssuuieBathefinnang wu

IW$ead (Firewall)

mahszuuesedugynin (Intrusion Detection System) iiué
maavRiuansaeniuesetns  Wunerhdemumsarastasssuueeny
(Monitoring Network Traffic) géwmsmasiaesdayaieldlums
fumnenseihRemensannssaeesiaes (Network Forensics)
foyares LOQ ﬁl,ﬁ@%mm@ﬁmiﬂ@hm

5.3 mamsniuarlaeaiuiesain (Network

Security Monitoring)

& ex010825 - Notepad
Fle Edt Forme: Heb
#Software: Microsoft Internet [NTOrmation SErvices 5.0

£
B
-1
r

:....,; ...,......, ..,..
B S o b b b e b b s e e s A
I

usasihathedoya Log file
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5.3 mamsiuarmaeaiuiesatin (Network

Security Monitoring)

neh Hardening e mestsenmudounsslituegos

d@nes (Server) uauesasloaaud (Client) meuluaes
[3

9AN

ms Hardening snuamsvn Security Assessment las
masunwmdaswififetuledate (Vulnerability) uazvnmida
service uss patch ludwiisouus

m Hardening laevau checklist dwsuisdaadinnasiandy

ms Update Patch loems Patch ludwansssunfidms
Tusunstseend wazamas vl lnsmsenanlaeedasuansane
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5.3 mamsniuarlaeaiuiesain (Network

Security Monitoring)

A [ A A A

MSIASINTTULATALILRIANS  AD NISENEIAsTULLATRYEND
a A Al a ;g A 1 6 gj A

argfsRendfifeaulusruuiedotheasasding viemslaafian
mevpneiateusymIlandanmelueiats aaenauianaNTLN
mﬁ‘ummﬁ@Wammﬂmﬂ%mmwmmrfﬂ,% (Human error)
dl Aaa ! v I ‘gl/
FefAsmashen  dedtalidl
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5.3 mamsiuarmaeaiuiesatin (Network

Security Monitoring)

mfasesruuasadugungn (Intrusion Detection
System)
essadugyninlaugmsdhesnaasuinge (packet) ludwmasdoysd
dheanluszunieiesny Wisuedlausfivimes(Sniffer) al¥lumsenguiin
feluszuesoths  uwilpudeya(Database) ddfaimeTand

Tuduilasdundh Network Full Content Data
Monltorlng oL lasiiovsn

minmadusiaasenam@n (Network Traffic)

agswaunsdomshe tussneens dwilhsdonh Session
Data Monitoring
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5.3 mamsniuarlaeaiuiesain (Network

Security Monitoring)

NMINTIRVVFIRAUNFNIRANFDG
Tnemstsznamahansautullldvse inhssuuieSotheraeiiiiym
I@EJL@SEJGNBWSL% wu NetFlow anisviees (router) LLaUaUmm
auﬂ wmminL‘mﬂ@amm‘smaaﬂmﬂmvuuLmamsflm dudiagdun

Anomaly Data
mimuaaﬂVLWa (log file) 'vmaﬂmmamiwwammmﬂmm

waotheierins correlation Iog Fovse daaramas
A i ada X4 “ A

Aeun@fifeds el lumsfummansshRemeannnngas
aaximes dhuiiazionn Data Collection

Monitoring
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NSIOMITTUUAMUaRaAY

msa?'mmsngﬁujm (RU le bas e)

1.) ngiugulniaand (Rule base Firewall) maiwmemadhmssonai
ngumasinmsnzas, uazsssatiay block content lusziu Application lu
dumsladfdediasangyninld (Denial of Service)

2.) Rule Access Control List lugunsoliswiaes sinssziudiaisniaees
(Network Layer) madhoanues IP was Port

3.) ﬂgﬁumﬂmwummﬁu@mﬁ (Intrusion Detection System) ans
ﬁmﬁ@mifudm update signature lusin 7ifieiu uazsssaiiumslasd
vl 167 ieate Rule base Insiiieasdlumsldnustaly

4.) npwgmlumsimssunwngdadminfiesulwesans (Vulnerability

b a o ) nl A A I a g-./» ! ¥
Scan) LLazmm@mﬂummmLmawa slumic-maaamwumama Taesinsdioenls
soulutrana lanamiuasindusmns Wewodaslwifimansofiasssyfuifauléh
mﬁ%ﬂ@a‘aﬂm uaziims update signature Tumsvhmsasiaseuoth
Fausue
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NSIOMITTUUAMUaRaAY

msmmmaamsssasdaya (Backup data) lumsinmasaivens
Unansfeiaot fenmdmasaysusnfuiiufinliine dnsaseutaunds
mamuadnszasdldom Niduseiudls (User) sioduimsszon
(System administrator) Tnswiadu 2 dw fo marmuaindglélu
mavhew wazmadhileszeelng (remote access) UREMSTMUARYTS
Auswssroulumavaiazmadhiieszeslna

msmmwanlenganstaaade (Security Policy) Tasmsdaviulene
Sruematlanndy ednsdsiinasgmanng wu swsg 1SO Hudu
msafeansmszmindenndsaady (Security Awareness) lums
THomdoyasssune  uaznszduliniinomluasdnsiionsdsumstiostiuioszuy
anssine

26




5.4 mavanulnneenanlaaaiteiay
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5.4 mavanulnneenanlaaaiteiay
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madhivazerlne  umseyaaliglfsasamuauiesesszeinald (Remote
Access) losmslillsunsy Telnet

maldaunsnl wanets maaugnalidlémansolfugdnseififendesiumshoaesssuy
aonfmasle Watlostumsifetiymiuszuy 1u Jostubssmnmsldadnsel Flash
Drive s
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5.4 mavanulnneenanlaaaiteiay
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5.4 mavanulnneenanlaaaiteiay
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5.4 mavanulnneenanlaaaiteiay
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5.4 mavanulnneenanlaaaiteiay

wetnenarnsdsudulumuanataaadslaf
msvamsszun (Systems Management)
maaziauleine
MAATRFELMLT WAL uleine

doniaenNSuRaTaL

33

5.4 mavanulnneenanlaaaiteiay
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wlsngnsenuanansmsdnis (ACL = Access Control List
Policies) fongsudovililumseuasdvinsdhiiszumesanaus
asauuardduTudagaemMaay 1w mamugunaditeasiuaan msdaiu
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auaadvinadnts (ACL) uazanalbifendasivgHlaunss

i mall$ead(Firewalls) Teemglmansassendnuslumsenueulnsrond
I¢i0s mmlfsendhuisluszuesanedng ylimsnsatietiastumeyngnandlainss
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5.5 maanmaasteaedtisdat
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1. ‘I”I‘I‘IQﬂﬁ‘lﬂﬂ‘lﬂIﬂ‘iHﬂiﬂ

lsw (Virus) e Tsunsufivimessuumsiowssseasiiame’ lasde himdgiadas
rosfumefudaasuninsn iy Iulsunssdun mobuedasi iserlaisansount nevnedaies
iflmeSasnanfiumasould wonanavdglilysunsuiiaabsasomamildsnasasnoniunesau
Vbiﬁmafm@amwmiumumiwmwumEﬁwww usnetfinsansniiasinanedayaionae s
‘mimﬁﬂ (Hard dISk)

B (Worm) e Tsunsufiviaessuumsiawsaseesfameidanuosediehis usdisss
mwmumﬂuﬂﬁmmmvummmw WEHENNNAEIN ST eV T UUM I HED AR
ranfawadidy Aiudmananuninasnerhussuedatad livhmerosfninefniaddun Idde
Fuaa

fhlnsdu (TrOJan HOI’SG) ﬂaIﬁJiLLﬂiéJ%WmEiui_ﬂ_l@BNW'JLWQ?WLLNGNWUM?LLN?NU?”Lﬂ“ﬂa%ﬂ
g 1w uadhlsunawesamaaennehe) S Snuowmahoesiiingiu dedldmstieds
Thunssidaemsuda@aldon Tsunsudhlnasufiudsnay mmmmvuma@maaﬂammmaﬂ@ﬂ‘ﬁ
Amaene u msaulns deulidene melweles vasfipusminiudelisunadinsuasat
madhisegnas (Back door) T lusunsaussnviue fsmianniftedanmmessun we
Snaoutlstoyn g
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2. ﬂ‘l‘:Qﬂﬂ‘lﬂﬂ‘muﬂﬂLﬂ%

mslaxdwiehu (Password Attacks) dussmsidrfawd
=) 1 d’ﬂl f-%4 o/ 1 [ 74 d’ f-%4
ssuuasagne laefifungn [dwenenamasas issarimdrgszyyiildan

mamasn saniadh [Fomluszuuiesasng Didawnuidud T8 I
TEUUUUIZIE)
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p m:qnmamnuamn%

* | Brutus - AET2 - www. hoobie.net/brutus - (January 2000)

File  Tooks Help
Target  [iphackerswisdom.com Type [FTP Bl Ston | Clear |
Connaction Dptions

Poit [21 Connestions ™ 10 Timeout T 10 [~ UssPuaw  Define |
FTP Optior

Hodfy sequence | ™ Tiy to stap connected for [Urfite =] atempts

Auhentication Options

¥ Uselsemame  fv SingleUser Pass Mode [Word List ]
UselD E—

PassFie  |wordlit Biowse
Paosfive Authentication Results
[Tasget [ Tyee [ Usemams Password
| Tt hackerswisdom com FIF ==
Fositive suthenbcation at fip hackerswisdon. com with Lser Pazaword : I A
Jisehgsged targst ftp hackers visdor com elapied time - (i s 1

mslasdstaru (Password Attacks)
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2. ﬂ‘l‘IQﬂﬂ‘lﬂﬂ‘muﬂﬂLﬂ%

mslanéduuy Man-in-the-Middle udsmsfigyngn
| v 2 G & o Ao o ' A o
FNITON IR AT ayaisUReTusEHTINANYAS a2 [

Normal Communication

=

-
[E—
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Man-in-the-Middle Attack
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[
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T
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Untrustad Third Party
IP:172.16.1.150 39
MAC: 00-A0-CC-69-80-74

2. ﬂ‘l‘IQﬂﬂ‘lﬂﬂ‘muﬂﬂLﬂ%

winfesfinwias (packet sniffer) duaynsaluSaganisiiuad
fsnsagrsusinfiaiisudelussyuinasheld masiwusinfadu
wadanTsensukSEg fendanssy dolusfeatiulsunsaniszian
fasnsamanailuanldne wissanyanaurang ldvhmssnasy
e lsunsxananandazeslislanas TCP/IP limanaa
o I > o n?w o Z.\v A 3 ?.w

asaRdunnuNAIaINamwINTan [Tuassiaaula amniuaynganes Ly

o | d o z? ) G a o a
svianuiinsaady @ luwinisaiuudaisnsansudigssusiasage

1 o X a U %4 d’ 04 1
For ThAnansdemeunszuy [dunsng i mawdeusviasinly

suy Fori b8 mansafansudngasyuld 1Hudu

40




2. MEANMNYINLENNGT

= EtherDetect — (0] x|

Eile Yiew Sniffer Help

Cfw» rE T

*[#[StatTime [ Clent(PPat) [ Sewer(PPotl [ *[TimeOffset [ Pac..[Dat.[Data |
0 095102531 192168131146  192.1681.1:80 (D035103659 723 E63  HTTRA
1 035102546 132168131145 13216811:60
2 035103859 1921681.31147 1921681.1:53 %gg: 3323? g: 8
3 036106806 19271681.3137 1921681 266137
4 035107921 192168131148 192168.1.1:53 @ 095102875 39 M4 GET the
5 095117000 1921681.3138 192 1681 266:138 ®EI9 51:03.875 338 344 GET /he

@ 0361:03876 981 827 HTTPA
@ 095103675 54 [i]
@ 095100675 54 [
@ 095209609 54 0
N |

s

4 |
=| ﬁ Packet: 398 bytes «||D000 00 07 53 0Z 17 D1 00 40 B& 50 A5 AC 03 a
= 0: Ethernet Header 0010 01 80 OE 1C 40 00 80 06 68 07 CO A8 01

@ Dst Mac Address: 00.07.53.02 | (0020 01 01 04 75 00 50 7D 55 35 OC 05 7C A6

@ Src Mac Address: 00.40.68.50 | [0030 FD 7& 44 EE 0O 00 47 45 54 20 ZF 65 61

& Type: 2048 D040 €D 61 &7 S5 73 ZF 63 72 oF 73 73 ZE &7

= 92 1P Header 0050 48 54 54 50 2F 31 2E 31 OD 04 41 63 63
s D0S0  5A 2D zA ZF zA OD Ok 52 65 66 65 72 65
e 0070 65 74 74 70 3A ZF ZF 51 33 32 ZE 31 36

) D080 ZE 31 ZF 4D 61 65 6E 50 61 67 65 3F 69

ST 0030 OD A 41 63 63 65 70 74 ZD 4C 61 6E &7

® Total length: 384 0040 65 3k 20 7A €3 2D €3 6E OD O 41 63 63
@ Identifier: 3612 00BO 2D 45 6E 63 6F 64 60 6E 67 34 20 67 TA
@ Offsst: 1630+ 00CO 20 64 65 &6 6C 61 74 65 OD 04 55 73 65
@ TTL: 128 LT

B e T

|2 packet [[E pata

Ready Buffer: 0% [Comnsi & [Packets: 164

winfesiias (packet sniffer)
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lofiayndls (IP Spoofing) smsfidunsnanmesansims
a%’wﬁ'ayazlaaa:ﬁsﬁaﬁa‘lé' s malaa lavinamasataasudiawiua
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Spoofing is a complex attack |
we are likely to see more of n E_
the future. LU

Q X convinces B 0
that it's A )

@ B responds with
packe! to A, i

acknowigdging

A's session

number and é

specifies its own.

@ X fakes another PR
packet that
acknowledges
session number.

lefiennits (IP Spoofing)
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mslaxduuy DOS (Denial-of-Service) usimad
4 4 a6 ¢ o Qo 2 a a4 a6 ¢
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¥ a U d’ d’ ' 4 a ga -4 ¥ a
lusmsuniasasdug & mslawduuuiyidlasmssasaantslfusns
o Y 3 Y 1
uinsaadsniaasauisingazandiviies lagaraldlyslanea
[ ) ad 1 A =)
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p m:qnmamnuamn%

Valid User
(156.12.25.4)

Company XYZ

Public Network
(Internet)

] 156.12.25.4 | 13212251 ] DATA

(1 6:1‘2‘;; 5) IP Source IP Destination -
S DoS Attack(1)

Web Server
(132.12.25.1)

msladun DoS (Denial-of-Service)
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mslawduwn Distributed Denial of Service (DDoS)
shinsastiefiazldlunslasdlyfadsumesasfignangls
mﬂ&uﬁd%izﬁmﬁagﬂmsﬂLLuuﬁmuqm\loﬂm@muQmmﬂﬁma\lﬂﬁamﬁ'aﬁa

whvisnefidasms
m3lasdsuuuiidinazralfiAnms uusintethadamauddulaianansald

amldmaning
vaaviBasuufigriasdlafivinenadanefasiuamad domam |
mathsiunslasduuy DOS siu

avanansov WRealan TS rasmslandnes wasmatostiums land unsesen
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gﬂLmumﬂw@ﬁﬁaﬂ%ﬁuﬁﬁaa'm SYN flood, UDP flood,
ICMP flood, Smurf, Fraggle g

SYN Flood

funslasdloamsdouiario TCP # figaen SYN fel2lusiaihmans wfiausy
maBaduiasamsdnsiausy TCP ssund (landssnsovaealafivas
source address ¢

waasiifwihvanefazaavauadleemsds SYN-ACK ndusnils source
ip address mu‘u\lﬁ

GNwI%ommvmu@Nmemmvﬂu source ip address \lﬂmawammau
né nlAnsmz half—open Tuieraamane

wninmds SYN flood swmwsnn fagilidmesmslisnmaveaesas
dhwsnendin vl liansnsn vsnmenuun@lé
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SYN Flood
matlastie Cisco Router

miaasees Cisco filridumanauza TCP Intercept dsgn
sanuuusasadumslaxduuy SYN flood

Tos TCP intercept software azneenassemsizessiai
client smnaSamaigesdadisnaniazgnaslulituesosismasdely

saiumalandiuuy SYN flood aglsimmnmidnlufiaesaathvansaen
15

Y A A 3 % Y 1 a
U Lﬁﬂﬂ@ﬁ]gﬂﬂﬂ b3 LG]@%SLGEWiWEﬂﬂ‘SS\I’mﬂ’NﬂﬂG]
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ICMP Flood
dumsdawieia ICMP swownnlufathmane vliifemsdauwuus
Aot

mstlasin

srudulajanansavnnulaleslsidadlds ICMP Echo Request
Fesnansntlasiums Fouldlawl i sninineSviagunaninsasuiafindun
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UDP Flood

Fumssawiadia UDP swownnlutiathmng senlfifemsiuudinfaths
mmmmy/mawﬂmmwmﬂﬂamﬁmmmﬂi‘ﬂﬂawm Taeazds UDP

packet lusis port fiswmueals wu 53 (DNS)

matlasin
mmamauaﬂﬂimmmLL‘Wﬂmmam aansn drop LLW@mWMIammm port
laiduigosmaly
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port mﬂ@%mm’@ s port 53 fmansatlastussunghmanaldlasld
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Smurf
Jlaniazds ICMP Echo Request lui: broadcast address lu
wisothefidusinan@ndazizanh amplifier)
loenen source ip address i ip address sesuiidiasmslasd 7
avhliesenefiduionands ICMP Echo Reply naulus ip address
saathmaneyind Foliinslfmuondintoehadiad

nadasin
gwdeniuiunslasduun ICMP flood mieesussaunainsswieifiodus samm

drop ICMP Echo Reply #slunsiiiims drop ICMP Echo
Reply didainanloelsilesinmsds ICMP Echo Request sanlirion
mahaminensigaasiliginscl packet filtering Mvswenadisin waylu
nsdififemslasdduudatisansnsnuien source ip address ass ICMP
Echo Reply ¢ wszdlasdlissnsaufomulacdoyasmiild
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Fraggle
Frdngtmibmamslasiuoy Smurf Teedlasdasss UDP Echo
Request (UDP port 7) lusis broadcast address s
amplifier network leensan source ip address i ip
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GonlimslFrumndiafethadiad uasiorntinsininenmaaaihvsneam
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loenndmslasduwoy DOS ﬂammal@mﬁmﬁmmEﬂmﬁumﬂu Ip
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mauwnls DNS

mautls DNS entries Touwasu ip address samsuiimasgnlasd
ludy ip address nsi linenewaadn TTL 209 DNS record sk
uawﬁ@mmavmﬂﬂ@ waziamanhenstns DNS server Mﬁ@ﬁdﬁﬁm
VLﬂﬂrjm@mmﬂmmuuwmmmﬂhm loefianantdan traffic fiaufetuan

DNS server R

wonnikAInTIREeY secondary DNS server fiilavamionlu
mavhewiselsbnn primary DNS server iy
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address wnbil NAT mmmﬂmwuﬂwm fansfinsiafiadin laond

wimineidemasananil venanilenimsanfsssuofisanemh load
balancing ¢ wenssaunszamling
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filter &n ip address

traffic #dunds ip address s traffic afannmslad
LLazmn@‘l%ﬁﬁfL%m DNS entry i @afeannnazarssnang
DNS entry ﬁmzﬁaﬂ%nm%ﬂixm)
sbdsnamsnuden traffic awsu ip address s mnlidasmsls
traffic «es ip address gaidadhmmelusznfmansnildlasmsanian
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1% ip address gplwsuazasiiuansns
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Fovmn wndlaadnganylasdussAvwivanedy ip address ol
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mstlatisdwans (Covering)
nausFamlasnaseeudfdasinevhmemdngm
anudaulnd Auing l0g Afudayashawhiuifomouds uasindd
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mssheszedy (Back doors)

B C:\Program Files\Radmin

=10l x|
Fle Edt Yew Favortes Jook  Help
daBack - & - (i | @ Seach |YFades (B B B X 0| E-
gidress [ 3 C-\Program Fler\Raden — E
Folders x| (e N =
& 1 SN Messenger | i | ﬂ ] ﬂ <@

Radmin

] SpyBlocker Soltware:
() Spyweats Doctor
= {1 STRRR

ssdrinews REAOMETXT wninclaless o]

11 object{s) (Disk free space: 17,5 GB)
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4] Untitled - Notepad

=101x]
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r_server finstall
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Port Scanning duilslumediaflasssiigaiinlandlilums
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2. m:qnman*muamn%
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stuvusnespiudwdy Nmap wae Nessus
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1. Address Resolution Protocol (ARP) scans ay
srmgUnanifouluedenslaemadeaens ARP broadcasts uas
LﬁNWﬂ@ﬂﬂ@ﬁﬁﬂﬁﬂ IP address veaimaneluisiay broadcast
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Lmuwuﬁmmmma@ #fearld connect system call Snaﬁyuuﬁgmmi
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smaiends (Connection requests ) uastoruusnsdaionma
(error messages) dmsAnHTineusUMsBeasiati
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gndlalitmsnefazds SYN/ACK ndusn withwasagnileat) thvsnefiazas
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packet filters , asllsunsaemains scan Wldladlsignasany
LW?W”?"UU%WTH?IQNGW”N FIN packets lusiszuussaiimany dmsy
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5.The TCP Reverse Ident scan dunafiefimsnsaamania
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8.The TCP ACK scan funeieiiliduniulaindoinmes LL@iﬂﬁLﬂﬁ

RLEERIG ! |CMP ping vsaumng (rule) visouluing ( pollcy) o4
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Command Prompt
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5.6 mamluduumeiaTsauaNNlaand
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Uaaasfemasdoyalueiasnasiaunasiizanh Orange Book
Fafwnepumsmensaaasiafimmelasnsznsasnatlns
SigalEm waglddautsresuanaanaiusandu 4 seiulng
lour 5wy D, C, B uag A Susddu ansssuenuaansied
o 4 a_ o o 4
taeiigranlifsyiuamninaandefiannige

69
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5.6 mamluduumeiaTsauaNNlaand
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5.6 mamluduumeiaTsauaNNlaand

D C B A
Labels N N Y Y
Discretionary Access Control N Y Y Y
Mandatory Access Control N N Y Y
Identification N Y Y Y
Authentication N Y Y Y
Auditing N N* Y Y

Trusted Path N N Y Y
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5.6 mamluduumeiaTsauaNNlaand
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5.6 malszyndunlauazinine

mtasngsgastwineszy (Patch Management) wsefis nuims
SonmsfndossLy patch Witussuurasiaunesiuasdmacafussuy dolloges
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welilafmasniiazenifiums download patch s anifulfiedias
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5.6 mmlszyndunlauazinine
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5.6 mmlszyndunlauazinine
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5.6 malszyndunlauazinine
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5.6 malszyndunlauazinine

winmahaweasiws Patch

Sovmesulid patch asfdwivinmnsaseusia (code)
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Windows XP Service Pack 3 (SP3)

fazlslusln Windows XP Service Pack 3

(SP3)

Patch shelu SP3 dusnniflumsudladenonae uafiesd)
AUFATA Wnalsae hamashuemaLaaei MIUSNIsHUy Lasinasn
flslosgorlddhsnioliiedasidoiiugodld XP lusmnanluiu
Vista sunsmvinnuldoshomniu %@ﬁqﬁ@mﬂmﬁ@immwwﬁﬁwﬁm
u SP3 (susts Patch fiansnvas SP2 usiriawnih

SP3 )l
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Windows XP Service Pack 3 (SP3)

Patch fiaanswnds SP2 usnauwiha SP3

PUWNALANATYLL
Microsoft Management Console (MMC) 3.0
u Tsunsuinanesasile umstimsszuuras Windows 3aidentiu
lpemanTnaaniasiataenudasatnandasdadialinaumeald MMC
¢ (3onh Snap-in) Tae patch adumssmnse MMC T

et 3.0
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Windows XP Service Pack 3 (SP3)

s Network
Background Intelligent Transfer Service (BITS)

5 fu WsunsuguiFlumsudedeys Wunmemilvaedmgnsheeain
VLSJI@?E@WW Golwnasiu 2.5 umﬁﬂiﬂﬂimadmmﬂaamﬂmmu
IPSec Simple Policy Update for Windows
Server 2003 and Windows XP 5u ismsvhaufiatiusym
lislanen IPSec (IP Security ﬂaiﬂﬂ@mawmmimawamLL‘U‘U
Usanseshu Internet Protocol vée [P 8niiwils)
Digital Identity Management Service (DIMS) 4
ELWﬂ‘EW/ﬂmi logon danlueaafamadieradlafilan | join ﬂUI@Lm%
mmialfnﬂ%‘lumiadmmaa (certificate) uaz prlvate key (##lums
nensiatayafdhaiimandie public key vessy) 1dlaslifinmadanulen

83

Windows XP Service Pack 3 (SP3)

s Network

Peer Name Resolution Protocol (PNRP) 2.1 l#lisunssium
Windows XP sunsalilislares PNRP faasarulsusnafllsTnroaifieatm
winsfisw Windows Vista

Remote Desktop Protocol (RDP) 6.1 du msisususedlislanea
RDP #lsedessnhaeiosiimindid Terminal Server s Terminal
Client wulunssisasnslilusunsn Remote Desktop Connection &enaw
mwmaamammawLiﬂﬁﬁaﬂmiﬂmmaﬂLmawmwma ﬂuwmmmﬂLamauvlﬂmawmlmamu
adlislanon RDP fiagiamun TCP &ndivita miﬁiﬁﬁum%ﬂmmmamaLLUU
remote fsenhaeiosiild Windows XP #u Vista vomléaiu

Wi-Fi Protected Access 2 (WPAZ% fn neuuessstuuenaaensiy
dw3u Wireless LAN datlostiumsidhliesode @ﬂ;flmvaumm anit Windows
XP wefudsnasgdaie WEP (Wired Equwalent Prlvacy Fadernlsl
ﬂaamnwaﬂmm’fuﬁmw wnznglane) way WPA fuusn mwmmmwﬂmma

WPA2 LwaslmLﬂuvlﬂmmwmimummﬂaammmﬁmm IEEE 801.11i
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Windows XP Service Pack 3 (SP3)

Patch wwefidissnlusils SP3

aw Network
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Windows XP Service Pack 3 (SP3)

Patch wwefidissnlusils SP3
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Windows XP Service Pack 3 (SP3)

Patch wwisfivisaninsls SP3

rumsngs (Setup)

Windows Product Activation ns activate
Windows wausnl#sumewnien Windows Server
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5.7 lwiwad (Firewall)
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5.7 lwiwea (Firewall)

4 4 4 4 4
T — i — imm — i — i —
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5.7 lwiwad (Firewall)
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5.7 lwiwad (Firewall)

Uszinnaaslndiaad
asnsuitssnveasieadld 2 wame e uwimainalulad uasudenudnwoe
wafiarasmananu 3
masaUssnniSeadmumalulaitn useandu 2 tssnn leun
Hardware-based Firewall {usnuwovasmsliisiaes (Router) v
wihiiulw$hesdifemugamsfossuasseuuiesots
Software-based Firewall fusnuaansmslfisiosnasfianasis
ganduas Sead lunnilasussuesate
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5.7 lwiwad (Firewall)
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(Traffic) sswhaesede

avasautoyaiilangeyluinga(Packet) weufungnost (Rules) e
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5.7 lwiwad (Firewall)
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5.7 lwiwad (Firewall)
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5.7 lwiwea (Firewall)

Routes or blocks packets, as ey
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5.7 lwiwad (Firewall)
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5.7 lwiwea (Firewall)

Real Server

_
I o
Extarnal Host ! Dual
[ Al
. Praxy 4 h“
; omed
HHNE = Heost

I

_| —

'y

{1
Internal Host

97

5.7 lwiwad (Firewall)
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5.7 lwiwad (Firewall)
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5.7 lwiwad (Firewall)

aamya Susundu (Stateful Inspection)
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5.7 lwiwad (Firewall)

samna Susmndu (Stateful Inspection)
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5.7 lwiwea (Firewall)

http - tcp 80

4+
i telnet - tcp 23
http - tcp 80 ’?g PP L [open
i < fip - tep 21

Web Server Firewall
Allow only http - tcp 80

202.52.222.10: w

192.168.0.10 : 1025

- fin Intsrmet
7 D2.52.222.10: 80 o

= 192.168.0.10 : 1025 ° 222221080

PC Firewall

Only allows reply packets for requests made out
Blocks other unregistered traffic
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5.7 lwiwad (Firewall)




