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BEFORE WE START () &

I’m Not the Best, but | have lots of things
to share with you.

This is not a “How to Hack” course

This is a program to give you an idea of
how you can develop your skill into a
professional system security tester in the
(near) future.
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COMMITMENTS

Participation is expected, so you are
welcome to ask questions and also you will be asked
(a lot of questions).

Learning as TEAM is very much better than learning
on your own.

I’ll do my best, and please DO YOUR BEST.

| do believe “YOU CAN DO IT”.
Do you believe so?
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THE RULES

Never use knowledge from this program to conduct
a test against any system unless you have a
WRITTEN PERMISSION to do so...

Never break rule #1
Always comply to rule #2
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PROGRAM OBJECTIVE

To help attendees jump-start into IT Security
To build fundamental knowledge in IT Security
To familiarize attendees to security terminology
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PROGRAM OUTLINE

Introduction to IT Security
Network Security
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LET'S START

sy nsdE AL kDS s awaarsey [T Arsievensingaannsy [T san 2

HACKER

Script kiddies
Mature
Expert

Knowledge/SKkill

Funding
Motive
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3 Pillars of ICT \ 3 Pillars of Secur

urity
Disclosure
People —Cenfidentialiy—

Process Technology | —tategrity- —Availabitity-
(Tool) Alteration Destruction

- - -
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KEY POINTS

Security = Risk Management
Security Management = Cycle
Risk = Possibility x Impact
Threat
Vulnerability
Exploit
Safeguard/Countermeasure
Hacking Anatomy
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THREATS

DoS: Denial of Service
DDoS: Distributed DoS
Portscan
Malware

Virus

Worm

Spyware

Trojan (Horse)

BOT and BOTNET
Zombie, Smurf, DDoS

Phishing and Pharming

Man-in-the -Middle
Eavesdropping
Hi-jacking
Packet Sniffing
Replay Attack

Password Attack
Brute force Attack
Dictionary Attack
Rainbow Attack
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MEASURES

Preventive

Policy

Firewall

Network segmentation

Antivirus

Awareness
Detective

IDS

IPS

SOC/NOC
Corrective

Backup/Recovery
(Deterrent)
Defense-in-dept
Need-to-know Basis
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SECURITY MECHANISM
3A

Authentication (identification)
Authorization/Access Control
Accountability/Non-repudiation
Strong Authentication
Strong Password Policy
Length > 8
Complexity (abc123!@#) - Alphanumeric + Special Char.
Expiration = 90 days
Repetition > 3
2 Factors Authentication
OTP (One-time Password)
Token
SMS
Biometric
Resilience
Backup Data / Site
Redundant
Cluster
Standby System (Hot/Warm/Cold)
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SAFE HOSTS IN HOSTILE
ENVIRONMENT
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