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1 tl':ibbn':i11-l'n,;1 fl1111tlfte:i~.n El bbfl:\JleJ'Ufil'LleJ..:i~e:i.n'EJ fl flfl111'U'LI bfl~eJ..:lfleJ 11.W1 b\PleJ{ftn 'ti1EJ (Client) . ~ 

~1'Uft'U1..:l'W~ ej1bfle:itl1mn~~ ..ij..:i'Vl1~'Ll'Ll'Vl'U~ ~1'l.11'l.I lD,ct'oo Licenses 
'U • 

bbfl: 1 tl':ibbn':i11-l'n,;1 fl1111tlfte:i~.n El bbft:\JleJ'Ufi!'l.le:i..:i ~e:i.n'EJ fl n fl111'U'LI bfl~e:i..:i fleJ 11.W1 b\PleJ{bb~'ti1EJ (Server) • 
~1'Uft'U1..:l'W~ ej1bfle:itl1mn~~ ..ij..:i'Vl1~'Ll'Ll'Vl'U~ ~1'l.11'LI moo Licenses 
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61l'IJ61lel'L!Lbi;'lt\G'l'HJ'Ufli;'lil'V'l 'UVI 'eW1\lfld1\l"ll11\I 611 \I u':itflel'IJ u~'JE!el umruumEJVl1\l"il1'U'J'UiJ1fl VI "11 b 'Uf11':i • • 

0 0 <Q. A d 0 Q.I I <Q. QI Ct. Cl.I .c.::I 0 AQJ' A 

~1b 'U'Ufl"ilf1':i':iiJVl(,'f1flqJ\Jl1\l 61 "llel\lil'Vt11VICJ1i;'I El el1Vl fl1':i"il~fl1':ib ':iEl'Uf11':ii,'fel'U f11':iVl111\IEI \Jli;'\el~"il'Uf11':i'IJ':i'Vt1':i 
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"il ~f11':iel\ll"'I m elEJ1\I ':ifl~ 'Uu "il"il'IJ'U(,'ff11'V'lbb 'J~i;'leliJVl1\I 61lb 'Uel':iilri'l1iJb(,'f EJ\I b 'V'liJl,'f \l"lJ'U bbi;'ltiJfl EJl"'I fll"'l1iJVliJ 

• 'U • 

1"'111iJ61JUij'el'Ul.nfl ~\loff 'U ;\l~\I b vt'11'if m"ilnel 1 Vlbfi~t:.Ji;'I f1':itVl'Uel~1\1~1EI bb ':i\l~el 1"'111iJi.li;iel~.fi'EJ"llel\loLJeliJi;'I bbi;'lt f11':i 
'U 

~1 b U'U\11'U"llel\lilvt11Vl cn6" EJ 1~ ~\IJ'Uiivt11V1 cn6" EJ~ 'l"il1 b lJ 'U ~ el\I EJ mt~'IJ':it'IJ'IJ-rfl~1m1iii.li;iel~.n m:l1vr-r'IJ 

~i.Jmrui.Ji;i1EJV11\I b ~el b(,'f~i1(,'f~1\lri11i1bb ~\lbbfl~\11 'Um':itlmn'U.fi El!1flri1i1V11\l l61lb 'Uel{ 

., ti .. 
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h® b ~m-riiii.l':it?IVITI fl1'V'l 1 'Um':itlel\ln'U.n' Eiriflri1i1V11\l l61lb 'Uel{bbi;'ltm':i hii ~V11\l~'U b Viel{ b i1 \Jl~1l'I b t111 iJ • • 
ir'l~i.l mrui.Jm EJV11\lfl 1El1 mri~el°1l1 EJ"llel\lilvt11Vl m6" El 

h© b ~elEJmt~'IJl"'l11iJ(,'f1l.J1':i'11 'Ufl1':i\Jl':i1"il'<il'IJ 1bl"'l':i1t'Vi' bbi;'lt\Jlel'IJ(,'f'Uel\l~el.fi'E1riflri1ii~61lv1i'el'U1~el~1\I • 
':i'J~b ~1bbi;'ltbb~'UcJ1 b~EI 1 otlbVll"'l b 'U bi;'l~fl1':i-rm.~11"'111iJi.li;'lel~.fi'EJ.ff'Ul,'f\I 

'U 

0 hm b ~el(,'f~1\l':it'IJ'Uf11':i'<il~m':iri11iii.li;iel~.n EJ bb 'IJ'IJ':i'liJl31~cf r:1'1vr-r'Ueli.lmrui.Jm EJV11\lvY'lvrii~ 1 'Ubl"'l~el°1l1EJ 
'U • 

iivr11 VI cn6" El eJ'U"il t"li1 El b vi iii.! ':it?f VITI fl 1'V'l 1 'U f11':i'IJ~vt1':i'<il ~ fl1':i bbi;'lti;i ~ ri11ii b~ El \I ~1'Uri'l 1iii.li;iel~.fi EJVl1'1161l 

b'UelTI~EJ':i1ii 

.,... 511.,J 511 

Q'I. fltl.lflll'U\Jl'lleJ..:l~EJ'U'lleJbfl'UeJ . ~ 

(;f).(§) fltlJ(,'fiJi.'J~"lJel\l~~'UoLJel b(,'f'Ue:Jb ll'U 1 i.l\Jl1iJl"'lrutm':iiJfl1':i'U LEl'IJ1EI "'] n1vt'U~ ( ':i1Eli;'ltb~El~':it'IJ 1 'Ube.Jfl(,'f1';i 
• 'U • 

i.l':it f11131i.l ':it fl1~':i11"'11/vtir\l~el b :aqJ"ll'J'U) 

m.© ~~'U-rrmi,'f'Uel~el\lb~-r'Ufl1':ibb~\l~'l 1 Vlb U'U~1 bb Vl'U"il1vrti1EJ"il1fl~t:.1~\Jlvt~el~1 bb V1'U"il1vrti1EJ 1 'Ui.l':itb Vl\31 
'U 'U 

b VIEi b~EI 1 Vl~'U"lltlJtboLJ1bi,'f'Ue.J':i11"'11 

m.m ~ "ll1EJIK el\llJ 13l'UcJ b~ 1w1'1 bbi;'lt(Jlel'l.Ji,'f'Uel\l.fi'Elri fll"'l1iJVl1\lb61lb 'Uel{ ( CSOC) 1~ f 'IJ1 'Uf 'IJ':iel\11 'Uf11':i 
'U 'U • 

~1bU'Ufl1':ifl1EJ1~ii1\Jl':i~1'U ISO ©gijoo® (Information Security Management System - ISMS) ~ 

~, ~ p 
~- foiJ 'OV ~ 
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" m.Ci'. ~ tl'U"lle:Jb6'1'U€l~€l\llJ~f;l\11'Uui'~b.flVlb~tl1f1'Un'U\11'UVl ui'~f1d~i'11"l1 bbf;l~b u'U~f;l\11'UVllJ1\lb\l'U blJ'U€lt.J 

~ . 

I ( ,, 0 I ,, 1 .... "" .... ,, ..i 
f111 rn,c;:foo,ooo '\J1Vl 6'11lJf;l1'Ubb u~bb6'1'U'U1Vltn'U) ~t.Jbb 'U'\J b€lf16'11i'Vf'U\16'1€li''Ui'€l\l~f;l\11'UlJ1'Wi'€ll.lf11i't.J'U 

b€lf16'11ib6'1'U€li'11"l1 

... ttd.N ce. i'1EJn1":ifleJ3J'W1b~ili''Vl6lleJ'll1EJ 

Ci'..(§') 1 lJ':ibbmlJ-rn~1f!11lJtJa€l~Jl tJ bba~~€l'\J6'1'U€l\1~€lfi t.Jl"ln l"l1lJ'\J'Ubl"l~€l\ll"l€llJ~1 b~€l{a mh tJ (Client) ' ~ 

~1'\Ja'U1\l'W~ eJ1b.fl€ltJ1mn~~ ~\IVf1~'U'UVl'\J~ "i\'1u1u ~,ctoo Licenses 
~ ' 

Ci'..~ 1 lJ':ibbf11l.l-rn~1f!11l.ltJa €l~Jl tJ bba~~€l'\J6'1'U€l\I~ €1Jl tlfJf1fl1l.l'\J'Ubl"l~€l\ll"l€ll.1~1 b~€l{bbil"111t.1 (Server) 

1?11uau1\l'W~ eJ1b.fleitJ1mn~~ ~\IV11~uuviu~ "i\'1u1u ~oo Licenses 
~ ' 

~ ~ " 
d:. flt\U'lff~tu::biA'W1::'ll~..:ifll.flW91 

11"l':i\I f11':i~ ~~€11lJ':ibbml.l-rn~1f!11l.ltJa€l~Jl'mba~~€l'\J6'1'U€l\1~€lfi't.1rJnf!1l.l1 ul"l~\ld tJ-:i~ n€lu1 tJ ~1 tJ 
':i1t.Jf;l~b~t.J~~1\I ~ ~\1~€l1tJd 

ct.(§') 1 lJ':ibbml.l'f n~1 l"l11l.ltJm:i~.n tJ bba~~ €1'\J 6'1'1..!€1\1 ~ €1.n' tJ fl nl"l1l.l'\J'Ubl"l~eJ\I l"leJl.1~1 b~ e:i{a n"tl ~ tJ (Client) ' ~ 

~1'\Ja'\J1\l'W~ eJ1b.fle:itJ1mn~~ ~\IVf1~u'UVl'\J~ "i\'1u1u ~,ctoo Licenses iil"lfJJ6'1l.ltmVl1\lbVll"ltif!~\l.Q 
~ ' ' 

ct.(9).(9) 6'11l.11':it:ltlmnu Malware '\J'U':i~'\J'\JtJ~lliim':i~\l~e:i1tJffi~ 
C9>) Windows C9lo 

~) Windows C9>C9> 

m) Mac OS 

ct.(§').~ 6'11l.11':it:ll"l1'\Jl"ll.lbba~u~Vt1':i~ ~m':i 1 tJ':ibbml.l-rn~1f!11l.ltJae:i~.n tJ bba~~eJ'\J6'1'UeJ\l~e:i.n tJ fin l"l1l.l 
' ' ' 

~·1'UV11\I Web-Based Management Console '\J'U':i~'\J'\J Software as a Service (SaaS) boW€lf1°1Vf'U~ 

u 1t.1u1t.1~1'Ul"l11l.ltJae:i~.n tJ (Security Policy) bbatU\lfl'\Jb otl'W 1t1u1t1~1'Ul"l11l.ltJae:i~.t1t.1~\lnr;l111 tJ~\lbl"l~ eJ\I 

0 1"1€ll.1~1b~e:i{'1n"111t.1 (Client) 1~t.J':ieJ\l~'\J~\I Endpoint, Workload bbat XOR btl'UeJ~1\IU€lt.J 
ct.C9>.rn 6'11l.11':it:lmTDJ6'1€l'U Malware bb'\J'\JeJ1\l~\l"'il1f1~1'U-rre:il.la (Sionature) bbatbb'U'U1bl"l':i1~~ .. ~ ;::, 

'Wfl~n1':il.1€l~1\IU€lt.J~\l.Q Virtual Patching Vt1e:i Host-based Intrusion Prevention System Vt1e:i Exploit 

Prevention 

ct.C9>.Ci'. 6'11l.11':if;1~':i1"'il6'1€l'U Malware 1~~1t.JbVll"l1u1a~~\l~e:i1tJd 

C9>) Behavior Monitoring 

~) Machine Learning 

rn) Artificial Intelligence (Al) 

,,') Ransomware Prote~? ~ 

if Mt 

fe~- ~-
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~.(§).~ 6'11l.ITH1i1e:i.:in'W"lie:i.:i1 'Vl':i"lle.M';i~U'U'Lifiu~ m';i1~~~1ii ~ e:i.:ivf1nT;i~ ~i.:i Patches 'U'W 

';i~'U'U'l.Jfiu~ n1';i"il~ .:i (Virtual Patching) b ~ e:i\1 e:i.:ifim".1 qj'V11~ e:J1"il bfl ~"if 'W"il1n n1';i Patches 1~ 'V!~e:ivf 1 

Exploit Protection 1~ 

~.(§).ti 6'11m';it:ifl'WV11bb"~ue:i.:in'Wone:imu.if11°lru"lle:i.:im1111vtm~~ 1ll"l-X~11V1"e:ie:in1 'l.J.n1~'Ue:ine:i.:il°l m " ., 

(Data Loss Prevention) ~1'W'Vl1.:i FTP, HTIP, email, Printer, Windows Clipboard, bb"~ Removable 

Storage 1~ 1~~1-tl'b~e:J'W1"lle:i~1.:i'\Je:i~~.:i.O File Attributes, Keywords bb"~ Regular Expressions 'Vl~e:Jb6'1'Ue:J 

';i~'U'U~'Ub ~l.Ib&il.J b ~el 1 m~rJf;l.16'1l.JU'&i ml.I~l.J'Vl11'Vl~1~ ~rl1'Vl'U~ 
~. (§).(;'Jf 6'11m';it:ivhm';i\1e:i.:in'W1 '\J';i bbmll'\J';i~ ~ n~ffilJ1~-r'Ue:i'Uru1~ 1-X&i ~~.:i 1-tl.:i1'Wbl°l~e:i.:i 10Je:il.IVi1 b~e:i1 ' ' ., 

~n"ll1~1~ (Application Control) bb"~6'11l.11';it:1rl1'Vl'W~ Rule 1~~1-tl'b~e:J'W1"ll~1.:i1 b"li'W Lockdown, Block 

bb"~ Allow 1~ 'Vl~e:Jb6'1'We:J';i~'U'U~'Ub~l.Ib&il.Ib~e:J1-X6'11m';it:ivl1 Application Control 1~ 

~.(§).~ 6'11l.11';it:1Ue:J.:in'W Ransomware ~1~fl1';i~';i1"il'VU)&\m';il.I 

~.(§).~ 6'11l.11';it:1vl1fl1';iUt1.:in'WeJ'W~';i1~~m"il1nm';iboU11-tl.:i1'Wb1'U161!~~h.:i1 (Web Threats) 1~~1-tl 

Web Reputation 

~.(§).(§)o 6'11l.11';it:1n1'Vl'W~i1vtim';i1-tl.:i1'U b"li'W Full Access, Read, Read and Execute, Modify, 

List Content 1-Xn'U'~'l.Jmru USB Storage devices 1~ bb"~6'11l.11';it:1tl'4GJ1~1m-tl.:i1'U USB Storage 1~bU'W 

';i1~gi.1e:i (Vendor ID) bb"~ Serial Number ~:i1n1';i".:ivt~bU~'W1'W1'\J';ibbn';il.I'fo~11°111l.I'l.J"e:i~.nmb"~ 
I Q.I d ~ ~ I I ~ di .c:::il I 

~e:J'U6'1'Wt1.:i~e:i.n~l°ln10J1l.I'U'Wbl°l';ie:J.:il°le:Jl.I'Vn b~m" n"lJ1~ b vt1'W'W 'V!';ie:J b vt ~'U b vt1 
' " 

~.(§).(§)(§) 6'11l.11';it:1rl1'Vl'W~';i~~'Ufl1';i1-tl.:i1'U CPU "llt1.:ibl°l~t1.:il°lt1l.IoW1b~e:i1"n"ll1~';i~'Vl"h.:irn';i scan 1~ 
" 

~.@.(§)© 6'11l.11';it:1oLJ1l.Ifl1';ivl1.:i1'W"lle:J.:i Scheduled Scan 1~~~e)~ 1 'Wmt mrubl°l~t1.:il°lt1l.1Vl1b~e:i1"n 
" 

I .Joi 511 .fl! cl Q.I 1 "'!1 1 .d ~ I .d 0 

"ll1~'Vlb'llbu'Ubb'U'U Notebook bb"~l.I';i~~'Um~bb6'1 vhn 'Wbb'U~b~m~1m1vtfl1'Vl'U~ 

~.(§).(§)rn 6'11l.11';it:1'Vl~~fl1';ivl1.:i1'W"lle:J.:i Scheduled Scan 1ITT~~er~1mr&i b~e:i1-tl'b1"11'Wfl1';i Scan 
' . 

Cito I .r::::::t 0 

'W1'Ubn'Wm1vtrn'Vl'W~ 

~.(§).@IS'. ';j~'lJ'Uue:i.:in'U 11-rG'l'U'Ubl°l~m" n"ll1~6'11l.11';it:i\1 e:i.:irn';irn';i'VI~~ rn';iv\'1.:i1'W bb"~t:ie:i'U rn';i&; ~~.:i 
" ' 

(Remove or Uninstall) 1~~1-tl'';ii16'1~1'W1~ 
0 'i' Q.I 111'd Clo ~Id 0 111'0 ll'd 

~.(§).(§)~ 6'11l.11';it:1fl1'Vl'W~'W b~'U1~n1';ie:J'V'lb~vt 'Vlbl°l';ie:J.:il°le:Jl.I'V'l1 b~m"n"ll1~vtt:1 nm'Vl'U~ 'Vlvt1'Vl'W1vt 
" " 

bb"iln~1~ Pattern 1-Xbbtlbl°l~e:i.:i~'UI 1'Wll'Vl11vtm~~1~ (Update Agent) 
d 0 II' Q.I I Q.I d II' 

~.@.(§)b ';j~'lJ'Uvt 'W1 b6'1'We:i~ e:i.:i6'11l.I1';it:i~';i1"il"il 'U bb"~~e:i'U6'1'Ue:i.:i~ e:i.n ~l°l n10J1l.I b'V'l e:Jn1';il°l'U'Vl1 bb"~ 
' 

1bl°l';i1~~.tl~rjnl°l1l.I~m"il1mb'V!i;i.:i~1.:i1 bb'U'Ub"tl.:ifin (Extended Detection and Response; XOR) 1~ 

~.(§).(§)(;'Jf 6'11l.11';it:1~e:J'U6'1'Ue:J.:i.ti'~flnl°l1l.I~bn~"if 'Wbb'U'UeJ~ 1 'Wir~ (Security Playbooks) b~e:J"~.f11';i~ 
.:i1'U"lle:J.:i~ ~ bb"';i~'U'U 1~~"il~~mii Pre-defined Templates l.111-X bb"~6'11l.11';it:1rl1'Vl'W~~1l.11°111l.I~ e:i.:im';i 

"" 
b~l.Ib&il.11~ (Customize) 

~.(§).(§)~ 6'11l.I1';it:in1V1'W~i1vti"lle:i.:i~ ~ bb"';i~'U'U1 'W';i~~uvi bb~mh.:in'U bb"~i1vt~~ ~1.:in'W1~ (User 
"" 

Role) l•~vl1J~:"""\i'l o!'rnJ~e•v\101' Authentication .J1t1>m Active Directo'.)7/"1'#-

~. - [sof ~ » 
ir} ~ 
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(On-premise or Microsoft Entra ID) bb'U'Um1"il6'feJ'Ubbi;'l~~'U~'U~1\1\'U'VlmtJ~'U\1\eJ'Uf\11~6'f"ili1~1"il~.:J~'HJ . . ~ 

U"ilitJ'Vli;'l1tJeJcl1..:i (Multi-Factor Authentication : MFA) 

ct'..®.®~ ~~bbi;'lit'U'U6'f11111tleJeJf111tJ..:!1'Ufl11vl1..:!1'U1 'U1'\Jbb'U'U PDF, DOCX, bbi;'I~ XLSX 1~ 
~~ ~ 

ci'..®.©o iJrn1v11 MITRE ATT&CK mapping 'Vl~eJ MITRE Tactics "1.leJ..:I.fltJ~fW11~~\1\TI"il'W'U1~ 
' 

ct'..®.©® 6'11~11tl?i..:iff1~..:i"il1f11t'\J'U b°1i'U Isolate endpoint, remote shell, remote custom 

script, collect file, Dump Process Memory, Terminate Process bbi;'lt add to block list b~eJ\1\eJ'U?f'UeJ..:! 

~e:i.n tJflf1fl1~~'W'\J 1~ 
' 

ct'..@.©© 6'11~11mn'U'IJ'UVi m1tJi;i~b~tJ~n"il m1~"1.1eJ..:ibri~ e:i.:irie:i~~1 b\1\e:i{~n"ll1tJ 1~bbrt Domain 

Name, EndpointlD, EndpointName, 1Pvc9'.'., IPvb, URL, Port, FileSHA, FileFullPath, ProcessFullPath, 

CLICommand, RegistryKey bbi;'lt RegistryValue 1~blJ'Ue:icl1..:iue:itJ 

ci'..@.©m 6'11~11tl'Vi°1 f111 btl 'U"ll e:i~ i;i'V!~ n~1'U f111bb "i1 ..:i b~ eJ'U (Alert) b oW
0 

e:i h'11 'U n111bfl11 t~ 
~ "" 

(investigation) ~b~m.LJe:i..:in'Uri11~'\Ji;ie:i~.ntJ ~e:i'UV1~..:i1mllue:itJn11 ~o 1'U 1~tJilrn1bn'U.LJe:i~i;iH'U'U'\J~rn1 
~ 

m~-r'Um\111~1'U ISO ©t'lloo@ bU'Ue:icl1..:iue:itJ 
"" 

"'"' .J .,., . doc. .-
cf'..@.©c9'.'. 6'11~11mb6'f~..:Ifl11bb"il..:Ib\1\fl'U'Vl6'ffl~fli;'lfl..:If1'\J Detection Models b'WeJ'Vl1fl111bfl11t'Vl'Vl1 

6'11b'Vl~~bbVl"il~..:!bbi;'ltt:Ji;'lf11~'Vl'\J (Root Cause and Impact Analysis) 

ci'..@.©ci'. 6'11~ 11tl?f' ..:i"ll e:i~ i;i bn' tJ1n'Un11 h ~ &\' 'Vl1..:I161l b '\J e:i {1'Ub'VI\11n11uhf'U6') (Indicator of 
~ ' I 

Compromise: loC) 1'\JtJ"'..:ie:i,'\Jn1rubri~e:i"1.11 1tJeJ
0

'U1 hf b"ti''U Firewall, Web Proxy bbi;'I~ Malware 

Information Sharing Platform (MISP) bU'U~'U 

ci'..@.©bt:J~\11.fi'rusfivltl1b6'f'Ue:J1'i'e:i..:i1~-r'Urn1i~eY'U~'U1'!Xe:itJ11'Uni;i'~ Leader "1.leJ..:I Gartner Maoic 
~ ' ;:, 

Quadrant 1'Uni;i~t:J~\11.flrusfi Endpoint Protection Platforms tJi;i16'f~ bbi;i~1~~'\Jfl11i~eY'U~'U1'1Xe:itJ'1'Uni;l~ 
q q '\I q 

Leader "1.lfl..:! Forrester Wave 1'Uni;i~t:J~tJl.flru'1 Endpoint Security tJi;i16'f~ 
' ' 

ct'..© 1 '\J1bbf11~~n~1ri11~'\Ji;ie:i~.nmbi;i~\1\eJ'U6'f'Ue:J..:I~e:i.fltJri nri1~'1.J'Ubfl~e:i..:irie:i~~1 b\1\eJ{bbll"ll1tJ (Server) 
' 

~1'\Ji;\'\J1..:I'W~ ~1b.ne:i'\J1mn~~ i..:i'Vl1~'U'U'Vl'U~ "il1'U1'U ©oo Licenses ilriru6'f~~'Vl1..:Ib'Vlf1Uf1~..:i-d' 
~ ' ' 

cX"-'' 

ct'..©.® 6'11m1tlDeJ..:Itl'U Malware '\J'U1~'1.J'U'\J~'U1lfl11~..:i~e:i1'\Jffi~ 

®) Windows Server ©o®© 

©) Windows Server ©o@© R© 

m) Windows Server ©o®b 

c9'.'.) Windows Server ©o®~ 

ct'.) Windows Server ©o©© 

b) Windows Server ©o©ci'. 

t'll) Debian Linux 

~) Red Hat Enterprise Linux 

oi) Ubuntu L~~ 

!-~ fo<5 ~ 

;( 
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0 

®o) CentOS Linux 

®®) Oracle Linux 

ct 

er. h ® £.'11:w1':i'1 flTU fl1l bb(l ::'U ~'V11':i~ ~m':i 1 'Li ':i bbm11~n~1 fl111l'Li(l a ~.n ~ bb(l:: \;] e:J'U G'f'U a-:i~ a.n ~ ~ n fl11l 
• 

~.h'Uvn-:i Web-Based Management Console 'U'U':i::'U'U Software as a Service (SaaS) b-w'an1'Vl'U~ 
'U 1~'U1~~1'Ufl111J'Li(le:J~.n'~ (Security Policy) bb(l::'\J-:i~'U1otl'U1~'U1~~1'Ufl111J'Li(le:J~.n'~~-:in'1111 'Li EY-:ibfl~a-:i 
fle:J11Vl1b\;Je:J{(lfl°!i1~ (Client) 1~~':ia-:i~rn~-:i Endpoint, Workload bb(l:: XOR blJ'Ua~1-:itia~ 

'IJ 

1 ...... 1'i'"""''1· 1.N ct.®.m 6'!1:1.J1':if;1(;l':i"J"il6'!e:J'U Malware ~~1mVlfl 'Ub(l~~,:i\;Je:J u'U 

®) Machine learning 

®) Artificial Intelligence (Al) 

m) Behavior Monitoring 

~) Document exploit protection 

ct) Ransomware Protection 

b) Vulnerability Protection 

er.®.~ 6'!1111':i'1lr a-:in'U"li a-:i 1 'Vl1 "lla-:i':i::'U'U'Lifi'Li~ m':ivi1-:ibfl~a-li 1 ~ 1~~vt11l' ~ a-:iv11 m':i~ ~ ~-:i 
Patches 'Vl~eJ61le:JvJ~ bb Tfl~ 1 'U'U':i::'U'U'Li~'l'.m fl1':iV11-:i bfl~a"li1~ (Virtual Patch) 1~~':ia-:i~'U~-:i':i::'U'U'Li~'l'.mfl1':i 
vi1-:ibfl~a"li1mb(l:: Application 'Vl~atl1b6'f'Um::'U'U Patch Management b~1lb~111~~ii-'111'U1'U~"lli1Vl~fl1':i1-tl 
-:i1'Ua~1-:i~n~a-:i(;l11Jfl~'Vl:w1~(;l(le:J~m~6"qiqi1~1'U'd'Ub:i.lti'a~fl';h ®oo Licenses 

d ~ '11 d 0 ~I 
ct.her 6'!1111':i'16'fbbfl'Ubfl':ie:J-:ifla1JV'l1 b(;le:J':ibb1l"ll1 m V'l e:J'\111 Vulnerable Software bb(l::Vl1fl1':i(;l-:ifl1 

Recommended Security vlbV11J1::6'!111V! V1~atl1b6'f'Ue:J Vulnerability Assessment Tool b~m&i11 1~~ij 

~"lli1viim':ili-:i1'Ua~1-:i~n~a,:i(;l111n~'Vl1l1~(;l(le:J~m~61qiqi1b~e:J~':i'd"il'Vl1 Vulnerable Software 'U'Ubfl~a-:i 
fla11Vl1b~a{bb:i.l"li1~1~~~a-:iilm':iaV'lb~vi~1'U.u'a11(11 Viiifl1111Vi''U6'f:U'~ ~(la~m~m':i 1 i-:i1'U~1~ 

~ 'IJ • 

ct.®.b 6'!1:w1':i'1vl1fl1':iUa-:in'UB'Um1~vl:i.n"il1nm':iboU11-U-:i1'Ub1'U161l~~1-:i1 (Web Threats) 1~~1-H 

0 Web Reputation 

ct.hG'll 6'!1:w1':i'1'Vl~~fl1':ivl1-:J1'U"lle:J-:J Scheduled Scan 1m~mr~ 1 mT&ib~alib1(111'Ufl1':ivl1 Scan • 
.c::... I ~ 0 

'U1'Ubfl'Ufld1Vlfl1'Vl'U~ 

ct.®.~ 6'!1111':i'1UeJ-:Jfl1':ifl1':i'Vl~~fl1':iVh-:i1'U bb(l::fl1':i'1e:J'Ufl1':i&i~~-:i (Remove or Uninstall) 1~~ • 
1otl':i~6'!~1'U1~ 

' ' 
ct.®.~ ':i::'U'UVi i.11 bG'f'Ua~ a-:iih::'U'U~':id"il"5°''Ubb(l::~a'U6'f'Ua-:i~· a.fl~fl flfl11l b ~ am':il°i' 'U'Vl1bb(l:: • 

1bfl':i1::~.n~~flfl11lvl:w1"il1fl'Vl(l1~YiPIV11-:ibb'U'Ub~-:J~fl (Extended Detection and Response; XOR) 1~ 

cr.h@o 6'!1111':i'1n1V1'U~iivii"lla-:i~ ~ bb(l':i::'U'U1 'U':i::~'Uvf bb~n~1-:in'U bb(l::i1viivi ~1-:in'U1~ (User 
• 'U 'U 

Role) 1~m'11fl1':ifl1'Vl'U~m-H-:i1'Ubb(l::vJ1fl1':i Authentication ~1'UV11-:J Active Directory "lle:J-:J1l'Vl11Vlmi;l~ 
'U 

(On-premise or Microsoft Entra ID) bb'U'U.~':i1"il6'feJ'Ubb(l::~'UEJ'U~1~'U'Vl(l1~.ff 'U~eJ'Ufl1':i*~"iltJ~1"il~-:J~1~ 

tl~'1'""°'"""1;~l:i-Factor Authentication : M~ ~ ;:;--

~;r r w 
--------------- ---- ---~- --- ----



.. 
>, 

·o 

0 

b 

~.hC9>C9> ~~bb~·n::'U'U6'11:1.J1'j'flelelm1CJ-:!1'Ufl1'j'vl1-:!1'Ul'U'j'tlbb'U'U PDF, DOCX, bb~t XLSX 1~ 
~~ - ~ 

~.hC9>© iJfl1'j'vl1 MITRE ATT&CK Mapping Vl~el MITRE Tactics "tlel.:J.flCJ14JfW11:U~\Jl'j'1"iJ'W'Ul~ 
' 

~.hC9>rn 6'11lJ1'j'fl6'1'.:irf1iK.:i"il1fl'j't'l.J'U b"1l°'U Isolate endpoint, remote shell, remote custom 

script, collect file, Dump Process Memory, Terminate Process bb~t add to block List b~el\Jlel'U6'1'Uel.:J 
I Q.11 d '1 iJ' 

\Jlel.flc.Jrlflrt1:U'Vl'W'U b~ • 
V.::!:1 d i.IQ.J • do~ ~ 

~.hC9>Ci'. 6'11:U1'j'flbb6'1~.:Jfl1'j'bb"il.:Jb\Jlel'U'V16'1el~rt~ el.:Jfl'U Detection Models b'W el'V11fl1'j'1 brt'j'1tVIV11 

~'UbVl~~bbVl"il~.:Jbb~tr.:.mmt'Vl'U (Root Cause and Impact Analysis) 

~.©.C9>~ 6'11:1.J1'j'mn'Uu'LlVim1c.i~tb~c.i~n"ilm'j':Ubrt~el.:irtel:u~1b\Jlel{LLl-i"ll1c.i 1~Lbn Domain Name, 

Endpoint ID, Endpoint Name, IPvei'., IPvb, URL, Port, FileSHA, FileFullPath, ProcessFullPath, 

CLICommand, RegistryKey bb~t RegistryValue l~blJ'Uel~1.:itielCJ 

~.©.C9lb 6'11:U1'j'fl(Jl'j'1"iJVl1 Malware l'Ul'V'l~~flflb~CJ'U~1'U Docker Container 1~ 
'\J 

~.©.C9>'111 i1 ri11:U6'11:U1'j'fl l 'Ufl1'j'blr 1'j't1'.:im'j'b tl~ CJ'Ubb tl~.:i Files, Directory, Groups, Installed 

Software, Listening Ports, Process bb~t Registry l'U'j't'l.J'Ub6'1:i'.lel'Ul~bll'Uel~1.:itielCJ bb~t6'11lJ1'j'flvl1fl1'j' 

b~elfl'U 1c.i'U1c.i~bVl:l.J1t6'1:un'l.J'j't'l.J'Um-u.:i1'U1 'Ubb 'U'l.JeJ(Jl 1 'Llim Vl~m6'1'Uel'j't'l.J'U~'Ub ~m&i:ub ~el 1 m~riru6'1:uu&i\Jl1:u • 
,, 0 

"tlelfl1Vl'U~ 

~.©.(9)~ ilri11:u6'11~1'j't11 'Llm'j'1Lri'j'1t~ Log file "1lel.:J'j't'l.J'Utln'U'1im'j'Lb~tbbel'W'W~Lri~'U~1.:i~ Lb~::: 

bb~.:Jb~ el'Llfi.:ib VI~ fl1'j'ruti16'1.:i!Kc.i (suspicious activity) Vl~m VI~ fl1'j'ru b~ m n'Um1:utl~el~.fi'c.1"11 el.:J'j':::'l.J'U~1-U 
.:i1'U 1~ bb~t6'11:u1'j't1'Vl1 fl1'j'b~ el n'U 1c.i'U1 c.i~ b V1:u1:::6'1:u n'l.J'j't'l.J'U~1i.:i1'U1 'Ll bb 'U'UeJ (Jl 1 mT&i V1~el'u1b6'1'Uel'j't'l.J'U 

:il~ Ln'U Log ri1Vl-r'U brt~el.:iriel:u~1 L\Jlel1LLl-i"ll1 m ~:u L&i:u 1~ 

~.hC9>ti 6'11:U1'j'flvl1fl1'j'Uel.:Jn'ULtl'j'bbm:utl'j'tt!fWlvl1:u'1~f'Uel~qJ1\Jl (Lock down, Block bb~t 

Allow) bb~t 1l.i~el.:Jfl1'j'l ~&i~~.:J'U'Ubrt~el.:Jrtel:U~1b~el{bbl.i"ll1c.i 1~ (Application Control) bb~t6'11:U1'j'flrl1Vl'U~ 

Rule 1~c.i1iL1el'Ul"tl~1.:J ~ 1~ Vl~elb6'1'Umt'U'U~'Ub~lJb&i:Ub~ell~6'11:U1'j'flvl1 Application Control 1~ 

~.©.©o iiri11:u6'11:1.J1'j'fll'Ufl1'j'i1el.:in'Ufl1'j'h:um'Ll'j'tl'i''U Application - Layer b"li'Ll SQL injection 

brnt Cross-Site-Script bU'U~'U Vl~el'i11b6'1'Uel Web Application Firewall vli1 throughput 1l.itl'elc.Jfl11 

C9>o Gbps b ~el 1 ~b Vlc.i.:i'Wel~elfl1'j' lotl-:!1'U 

~.©.©C9> 6'11lJ1'j'flflel~'j'~6'f Traffic tJ'j'tb.flVl SSL!TLS 'l.J'lJ'j't'l.J'UtlniJ&in1'j' Windows bb~t Linux 

1~b~eli1ei.:in'Ufl1'j' h:u&i~1'U"1iel.:i LV11 V1~elt11b6'1'Uel~tlmru SSL Decryption ~ii Throughput 1l.itl'elc.in11 

C9>o Gbps b~ell~b-rlc.i.:i'Wel~elfl1'j'lotl-:!1'U 

~.h©© 6'11:u1'j't1'Vl1 n1 'j' bn'U"ll el:u ~Vlrr n~1'U n1'j' bb~ .:i b~ el'U (Alert) b ~·el 1 "111 'U fl1'j'1 bri 'j'1 :::~ 
'\J "' 

(investigation) ~L~m.LJel.:in'Uri11:utl~el~.tlc.i EJel'UV1r;i'.:i 1ml.Jtielc.in11 tio 1'Ll 1~c.iiifl1'j'bn'U.LJel~~ 11'U'Ll'U~fl1'j' 

vfl~-r'U:u1~'j'~1'U ISO ©'11100(9) blJ'Uel~1.:itielc.i 
"' 

~.h©rn 6'11lJ1'j'fl(Jlel'l.J6'1'Uel.:J.tl'CJ14Jflrt1:U~bn~;ff 'Ubb'U'l.JeJ(Jl L 'U~&i (Security Playbooks) b~el~~.fl1'j't 

'11,.m~~~.,•'U'U '(~""""~•~ ~~d:fined Templates 1111.,\' """mu1;o CustpY;j~>; 

~f ;s,,s 
~ 



... 
,, 

0 

0 

lrl 

cr.h~ci'. 6'11"-11'Hl6'1
1 

'l°ll e.i~ '1 b~ tl1 fl'U n11 hi1 ~'V11'116iH 'U e.i{1 'U b 'Vl\Jl, n11~thf 'U 1 (Indicator of 

Compromise: loC) 1'\J~.:ie.i,'\Jn1rubfl~e.i·1ht1a
0

'U11i b"ll'U Firewall, Web Proxy bb'1::l Malware 

Information Sharing Platform (MISP) bll'U~'U 

er. h~cr ?11m1fl'U~vt11..ij'~m1~1i1n'Un'U 1 LJ1bbmi1~n~1 fl11i1'\J'1e.i~.fi ti bb'1:::1Jte.J'U6'1'Ue.i.:i~e.i.fi ti fl flfl1"-l • 
'U'Ubfl~ e.J'lfle.J"-1~1 b1Jle.J1'1 n"li1t1 (Client) vf b6'1'Ue.Jb 'U 1fl1.:im1d.fl1t11~ fle.J'U 161!m~ti1n'U1~ (Centralized 

" 
management) 

cr.h~b b"5'1"lle.J'l~~IJl.fi'ru6l'i~e.i.:i1~f'Ufl11..ij~e)'U~'Ub-H'e.iti'1'Ufl'1
1

"-l Leader "lle.J'I Gartner Macie 
" • ::i 

Quadrant b'Ufl~"-l~~IJl.firu'1 Endpoint Protection Platforms ll~16'1~ bb'1:::1~~'Uf111..ij~e)'U~'Ub~e.Jtlb'Ufl~"-l 
q q 'U q 

Leader "lle.J'I Forrester Wave b'Ufl~"-l~~IJl.firu'1 Endpoint Security ll~1~~ 

.ct Q ~ 
"b. ':i1Elfl~beJEl~fl1':i\Jl~\Jl~ 

m1~~~.:i1'U1fl1.:im1..ij~~e.i ~"lJ1t1~m~1bti'Um1~~~.:i 1~t1ih1t1'1:::bBt1~~.:i~e.i 1 LJd 
" 

b.<9J ~"ll1tJ~eM6'f 'l"-Je.J'Ubb~'Uf111~1bti'U'11'Ub'U1fl1'1f111..ij'~~e.J 'V'l~e.J"-111tlzje.J~'\J1::l6'11'U'l1'Ubb'1::lVi"-!'11'U 1~tJ 
" " 

6'1.:ir:f 1b'U1'1J1J11'\J1:::"1J1"1l'UVJflfl'U~ b .LJ'1LJ{ju~.:i1'U 1 ~n'UV11.:ii1vt11'Vl mi;! t1~~11ru1ne.i'U m1b .LJ'1'\J~u~.:i1'U fl1ti1 'LI 

1n1 1'U i!'U5~~1n1'U~'1'1'U1"-l L 'U61ruru1 ., ., 

b.~ ..ij~b\Jl~tl"-1 License Key brn:::i1'Vli f111botl'l1'U 1 '\J1bbfl1"-lf m~1m1i1'\J'1e.i~.n'mb'1::l\Jle.J'U6'1'Ue.J'l~e.i.fit1 

fJflfl1"-l 1 ~fl1'U\Jl1"-llil'1'U1'U~"lli1'Vl~~"-l'Vl11'Vlmi;l tJ..ij'~~e.J 
b.m ..ij~vf1bb'1:::6'i.:ii1e.i'U"1J~&i~~.:i (lmaoe Installation) 1-H'fl1'U'Vlfl1::l'U'LJ'\Jn'IJ&\m1 'V'l-re.ii1fiile.i¢l-tll'Uf111 

q :::, q dJ 'U 

"' ~~~'! 

b.ci'. ~1bti'Um1&1~~.:i 1 '\J1bbfl1"-!'1'l'U'Ubfl~e.J'lfle.J"-!~1 b1Jte.J1'1n"li1t1 (Client) bb'1::l bfl~e.J'lfle.J"-1~1 b1Jte.J-:ibb~"li1t1 
" 

(Server) 1 ~fl1'U \Jl1"-llil' 1'U1'U~"lli1'Vl~~"-l'Vl11'Vl mi;! tJ..ij' ~~e.ivt~e.i \Jl1"-l~"-l'Vl11 'Vl mi;! tJ rl1'Vl'U ~ 

b.cr rl1'Vl'U~fl1b~"-l~'U (Initial Configuration) ~'l~e.J 1 LJd 

b.cr.<9J btl~botl'l1'U Real-time Scan 

b.cr.~ btl~botl'l1'U Behavior Monitoring 

b.cr.m btl~botl'l1'U Web Reputation 

b.cr.ci'. btl~botl'l1'U Device Control 

b.cr.cr btl~botl'l1'U Application Control 

b.cr. b rl1'Vl'U~'U btl'U1ti-el''\Jb~\Jl Signature bb'U'U-el\Jl b 'Uim . 

b.<I'. . .- !i1>1u~iil'l~n1>Lif1fi• Console ri~~~ 
o(.JI 

~~ 
~er-{< 

n) 
~ 

--------------------- - ----~-- -- -- --- -- - --· 
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..I ... 
mr. m·n1'Llrnmt1':i'l.h::nel'l.Jfl1':i~':i11i1ael'l.Jf!W~n~ru::bow1:: 

ii ii 0 Q.I 0 d I A QJ' I .idl de.. ~ 
g]),@) ~ b6'f'Wm11°l1\Jlel-:l'V11fl11"il ~'Vl1 bel ffi:l1':ib V'lel b6'f'Wel\We.J:UVl1TVl t.11'1 tJ b "t!'W Datasheet Vl1elbel f16'f 11'VlV'l:UV'l 

"il1fl Web Site "llel-:!t:-J~1J1.tlru'1~L6'f'Um1F11 Vl~elbelfl6'111'1.h:rnel'U~'W 61 ~bb6'f~-:i1~L~'WoUel:i.Jfl~otl~b"il'Ur;11V1-r'U 
th:rnel'Ufl11¥i"il11W1 

giJ.\.~ ~~'U-rrm6'f'Uel~ el-:!~'W1 'U-r'U1el-:i1 'Ufl11~1bU'Wfl11.fl1tJ1~:u1\Jl1~1'W ISO ~g])oo@) (Information 
~ ~ 

Security Management System - ISMS) 

g]),rn ~~'UoUelb6'f'Uel~el-:!~'UVIU-:!~el-r'U1mt:-Ja-:i1'Uvli'.i1-:ib~'U 1lii!el tJn'J1 rn,~oo,ooo 'U1'Vl (6'11:u!A'1'UbbD~ 

bb6'f'W'U1'Vlli'1'W) b~tJbb'W'Ubelfl6'111VIU-:!~el-r'U1el-:it:-Ja-:i1'WmV'l~el:Ufl11~'Wbelfl6'111b6'f'Wm11"l1 
,, ,, 0 • 1"" "" d ,, 0 ... "" 1 d 'I' 

gj),cg:'. [:..! b6'f'Wm11"l1\Jlel-:l'V11fl11b uW'Ub 'Vl tJ'U11tJfl11'Vl b6'f'Uel'Vln"IIBfl1Vl'U~ ~-:!11tJ'1:::bel tJ~ 'U\Jl111-:!'Vl @) bflEI 
~ ' 

;; el n1\ll'LI fl 'tlel.:J 11\1111 'Vl e.11 a El 'VI n-Yi el il el b ti 'LI bfl ru,; ,r 'LI~ 1 a flvf ~ ba'IJ el':i1 fl1 ~el .:itln ,j~ bb~ ::11\1111'Vl ma El il el 
'ii ti) "' d-1 

b ll'Lla1':i::il1~qi1 'Llm':i'W1i11':iru1 

,J QI I o l.c::i .c:I Q.I 

\Jl111-:!'Vl ® ®Te:Jt.11-:! fl11b u1tJ'Ub 'VltJ'Ul°lWfl fl'MW:::bQV'l1::: 
q 

ii 0 ... ... ii ...... ii d ii ... 
'tlelfl1\ll'Llfl'tlel.:J11\1111'VIEl1~EI 'ti ma'LI el 'ti el .:i u ':i~'Vl \ll'LI 1 'Vl el1.:J el .:I 

d ,, "" 
,, 

tJVlel : 6'f'Ul°l1 

I 

)'U : Vl~G'fel'U 
' 

,j ... ... .-d ,, 1 "" 1" ,, 0 ii d 
@). 6'11:i.J11tl el-:!fl'U:Uf!bbd1'Vlb"ll1:U1 "il:U\Jl':i:::'U'U ~ \Jl)-:l\Jl1:U"llelfl1Vl'U~ Vl'U1'Vl g]) "il1fl riri 

h 6'11:i.J11tl\Jl1'J"il6'fel'U.fi'tJ~fll°l1:U~1-:!61 b~ 
,, 0 ,, d 

\Jl1-:!\Jl1:U"llelfl1'Vl'U~ Vl'U1'Vl ~ "il1fl riri 
- -

gi1.cr 1'Wmru~e11-:ia-:i1J11:u Datasheet V1~elbelf16'111~~:u~"il1n Web Site ~el-:!t:-J~1J1.tlru6t'l~b6'f'Uei111°11 Vl~el 
Leln6'111i.J1:::nel'U~'U 61 ~L6'f'Wm1m~el-:ii.11.Uel:ua~16'f~ (Update) 1~tJ~el-:iij~mLLa:::11tJa:::LatJ~"il1n~1tin-:i1'U I 'U \I q 

1 V1ruV1~el~1tirn1'Ui.J1:::"i\'1i.J1::: b 'V113lb 'VltJ"llel-:!'U~~'Vl~ t:-J~\Jl LLa:::~eMLb6'1~-:i 1 ~-ti~ b "il'Ub Yleli.J1::: flel'Ufl11W"il1':iru1 rn':i 
~ ~ 

b6'f'U el':i1 tJa::: ba tJ ~"ll el-:![:..!~ \JI.ti' ru'1 ~ el-:!vl1fl11el1-:!8-:i bb~::~el.:J':i::u\11;; el'W~elll;j fl ba'IJ 1~ \ll~el'Vi1 bbtl'l.J a-Yi el fl 1111 • 
"I I ..lo "lil<l! •... ilO "Iii ii 

~-:i b 'Llbelna1':i~1.:i 61 'Vl'Ll1111bbafl-:i b \llb \ll'Llele.11.:i11fl b1il'LI bb~::':i::'l.J'tlelfl1\ll'Llfl b \llfl':i'l.Jtl1'LI • 
g]).b 1'Umru~~el-:iijm1-r'U1el-:i~ru~n'Mru:::LuV'l1:::'Vl1-:iL'Vll"lill"lV1~m1tJa:::L~tJ~~1-:i 61 ~L~m-rrel-:in'Ut:-J~1J1firu'1 

vi b6'f'Uei"lJ1tJ b~ eli.J1:::nel'Urn1-w "il11ru1V1~ elfl111J111"il-r'U ~ ei-:i-r'U1el-:i 1~tJr;11tl' n-:i1'U1 Vlru VI~ elr;;'Tw n-:i1'Ui.J1:::"il'1 
~ 

i.J1::: b 'V113lb 'VltJ"llm'U~,;''Vl~ t:-J~1J1Lvi1i!'U 
~ 

gij,gij 1 'Umru fl11b6'f'Uel11tJ'1:::b~ tJ~"lleJ-:!t:-J~ \Jin ru,J \Jl
1

1-:! 61 :UVl11'Vlt.11~tJ"il:::'W "il11W111tJ'1:::b~ tJ~\Jl
1

1-:l 61 
... d 

ru 1'U'Vlb6'f'Uel111°l1 

gi1,~ ~ L6'f'Um1F11~ el-:!~ 'UVIU-:!~el bb~-:i~-:i 1 ~ L lJ'W~'J Lb 'Vl'U"i11V1't11 tJ"il1fl~ t:-J~ 1J1Vl~el~1 Lb 'Vl'U"i11V1't11tJ1 'Ui.J1::: b 'Vl\31 
~ ~ 

1 'VltJ 

c:<:. fl1':iel'l.J':illfl1':ib i.:i1'U 1 tl':ibbfl':illflelll'W1 b~el{ 

~~'WoUel b6'f'Uel~-:i 1~-r'Urn1fi'~L~eln 1 ~b lJ'Wfi &rruru1~ el-:!~~ 1~ijfl11el'U1:um11-tl-:i1'U1 i.J1LLm:u-rn'M1F111:u 
\I 'U cu cu . 

~ 'Uael~fitJLba:::1J1el'U6'f'Wel-:!~elfitJ~nF11:u1~LLn1il°l'11m"llel-:l:UV1~1'VltJj'tJ ~ 
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